E KerioConnect

DNeKTPOHHada Noyta, kaneHaapu n IM
KOPropaTyBHOro ki1acca.

MNepenoBas anbTepHaTmMBa cucteme Microsoft Exchange Kerio Connect TpebyeT MeHbLLX

3KCMAyaTaUMOHHbIX PACXOA0B W OTBEYAET NOTPEOHOCTM ManbIX Y CPEAHUX NPeAnpUATAN,
obecneunBas HafexHyr GyHKLMOHaNbHOCTb. baarogaps Kerio Connect Bbl CMOXeTe
COCPefoTOUNTLCA Ha BbIMOAHEH N CBOMX 33/a4, @ He 60POTLCS C HEOXMUAAHHBIMY MPOCTOAMM U He
3aHUMaTbCS BOCCTAHOBAEHWEM laHHbIX.

Kpocc-nnatpopmeHHas n
OfiePKKa Pa3NNYHbBIX MOYTOBBIX
KIVEHTOB A5t yA06CTBA
COTPYAHVIKOB KOMMAHWUN.

3awTa nonb3osatenel
SNIEKTPOHHOM MOYThI U CEeTH

€ GyHKLMAMY 6€30MacHOCTY,
TakMu Kak WwindposaHme SSL,
S/MIME, MOLLHBIX aHTUBWPYCHBIX
N aHTN-CNam MHCTPYMEHTOB.

VHTYWTVBHO NOHATHOE
aAMUHNCTPUPOBaHME
6narogaps Be6-koHCoNM
aAMUHUCTpUpPOBaHNSa Kerio
Connect B ntoboe Bpems

1 B IO6OM MecTe.

BbicTpoe pa3BepTbiBaHMe

B ntobon UT-cpeae: B obnake,

B IOKaNbHOW CETU NpeanpUsaTUs
NV Cpee BUpTyanv3aumn.

ObecneybTe NOAAEPXKKY
LIMPOKOro psiZia yCTPOUCTB — OT
iPhone 1 Android TenedpoHos 210

MNaHLWeToB BCeX BMAOB 1 TUMOB.

< KERIO

Kpocc-nnathopmeHHas Noaaepkka, KoTopas Tak
HeobxoAVMa Nob30BaTeNsaMm

MpefocTaBbTe COTPYAHMUKAM NPeAnpUATUS
BO3MOXHOCTb MMbKoro Belbopa bnarogapa
noaaepxke npunoxerHuii Outlook B cpege
Windows 1 Mac, a Takxe npunoxeHnin Apple Mail,
Apple Calendar v Apple Contacts.

Mpeanoxunte Nonb3oBaTenamM 4OCTym K
NONHOOYHKUMOHANBHOW cUCTEME BEO-MOYThI m=
6narogaps knveHTy Kerio Connect.

Moasepxka N06bIX CCTEM OBMEHA 31eKTPOHHOW MOYTON, PaboTaroLLMX Ha OCHOBE
OTKPbITbIX CTaHAapToB IMAP / CalDAV / CardDAV(IMouTta/kaneHAapu/KOHTaKTbI).

MpefocTaBbTe MoOAB30BaTENAM BO3MOXHOCTL CAMOCTOATEIbHOM HAaCTPOViKM 6iarogaps
CpeacTBam aBToMaTLYeckoro kKoHourypuposaHus Kerio Connect.

3ally/Ta nonb3oBaTesnel

6naroflapst BCTPOEHHbIM
KOMIMOHEHTaM KOMMIeKCHOM

& 7

6e30MacHOCTY

ObecneybTe HAAEXHYIO 3aLWLMTy 6naroaaps
wndpoBaHumto SSL, S/MIME v cpeacTBam
3alLWThl OT CramMa.

4

3alnTnTe BaLlly CeTb OT BMPYCOB, TPOAHCKMX MPOrPamMm, YepBei, LUMMOHCKOTO U
peknamHoro MO, CHMXasa Harpysky Ha NamaThb W NOBbILLAA MPOU3BOANTENILHOCT
cucTembl brarogapsa aHTUBMPYCHOMY 94py Sophos Antivirus.

BnoknpynTe IP-afpeca pecypcoB, NOLO3PEBAEMbIX B aTakax Ha yYeTHbIe 3anmcy 1
noAbope naponen, 6A0KNpYNTe yYeTHble 3anmcK, KOTopble MOABEPraanch atakam ¢
nNoA60pPOM Naponen, BHOCA UCKIOUEHUE ANS MOMbBITOK 13 AOBEPEHHbIX CETel.

Vicnone3yite npoTokon Kerberos Ans NpoBepku NOAAMHHOCTY NP KIVEHT-CEPBEPHOM
VI MEXCEPBEPHOM B3aUMOAENCTBIN.

OTpaxaiiTe xakepckue ataku 1 ON10KUPYTe BPEAOHOCHbIE AENCTBIS, aBTOMATUYECKN
GUNBTPYSA 1 3aMpeLLas OTKPbITE MOAO3PUTENBHEIX BIOXEHUN,
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YrpasieHue 31eKTPOHHOW MOYTOW, KaneHZapsaMu 1 Apyriimim

KPNTNYECKN BaXXHbIMW KOMIOHEHTAMK J1E€T'KO U Bd)d)eKTI/IBHO

= /I3MeHANTe HaCTPOWKM 1 YNPaBAANTe CUCTEMON B N1H060e BPeMd, B FOOOM MeCTe, faxe
C NAaHwWweTa, 61aro4aps NPoCTOMYy U MOHATHOMY VHTEPdECy aaMUHNCTPUPOBAH NS,

= BbINONHANTE MNOSHOE WX Pa3HOCTHOE pe3epBHOe KOMUPOBaHVe AaHHbIX 1 CEPBEPHbIX
KOHOUrypaumi no TpeboBaHMIo WA MO PacivUCaHio, YCTPaHsAs He3annaHMpoBaHHble
npocTou.

. ﬂonque MONHbIN a,ﬂ,MMHI/ICTpaTI/IBHbIM AOCTYMN N KOHTPO/Ib Haj cepBepamMy, O6LLLI/IMI/I 4
APXMBHbBIMIK Markamu.

= [lonyunTe Nerkmii JOCTyn K NOAPOBHBIM XypHanam, 0T4eTam v CTaTUCTUKe
MCNONb30BaHWS.

= BbINOMHANTE MHTErPALMIO MOUTOBBIX CYXO C MONYAAPHBIMU CyX6aMu KaTanoros,
Takumn kak Apple Open Directory n Microsoft Active Directory.

bbicTpoe pa3BepTbiBaHVie B Nt0bou IT-cpese

= OcyLLecTBAATe pa3BepTbiBaHe CUCTEMbI Ha O4HOM 0OOPYAOBaHNUM COBMECTHO C
LPYTMIN BU3HEC-MPUNOXKEHNAMY MOZ YNPaBAeHEM NOMYyNSPHbLIX TMNePBU30POB OT
Takux npowvssoanTeneii kak VMware 1 Microsoft Hyper-V.

= YcraHosuTe Kerio Connect Ha CyLLieCTBytoLLLeM 060pYA0BaHNUM 6aarofaps NoAdepxke
6onblMHCTBa Bepcuin Mac OS X, Windows Server, Linux, B TOM 4iCie MHOMVX
yCTapeBLUVIX BEPCUI U BEPCUIA A1t pabounx CTaHLVMA (He cepBepHbIX).

= Bul6upaiite Kerio Connect B kayecTBe pasMeLLeHHO Cyxbbl, NoAAepX1BaemMoi
P m A aBTOPM30BaHHbIM MOCTABLLMKOM YCyr XoCT1Hra Kerio Connect.

' ! 4 = Kerio Connect nerko NHTerpypyeTcs B CyLLecTBytoLLMe IT-npoLieccsl 1 obecneynsaeT
yA0BCTBO MoNb30BaTeNeit kak HaCTONBHbBIX KOMMBLHOTEPOB, Tak U MOOW/IbHbIX

YCTPOWCTB.

= becnnaTtHble CPeACTBa MUrPaLN AaHHbIX MO3BONSHOT N1ETKO U BbICTPO OCYLLECTBUTL
nepexof ¢ Exchange, IMAP cepBepoB nauv NbbIX ARYTrX MOUTOBLIX PELLEHN.

[1peanoxmnTe Nonb30BaTeNndM HaLexHYy 1 3GGekTNBHYH
MOALEPXKY UX NIMUHBIX MOBWIBHBIX YCTPOMCTB (BYOD)

= ObecneybTe NOAAEPXKY LUNPOKOro psiia MOBUAbHBIX YCTPOMCTB — OT iPhone u
Android 4o TenepoHOB ¥ MAAHLWETHbBIX KOMMBOTEPOB BCEX BUAOB W TUMOB — C
ncnone3oeaHvem Exchange ActiveSync nam npotokonos IMAP/CalDAV/CardDAV.

= be3onacHas cBsA3b Mo npoTtokonam SSL v S/MIME ans 3almTel nonb30BaTenei,
HaxXoAaLLMXCS BHe oduca.

= [1pesfoCcTaBbTe KOHEYHbIM MO1b30BaTENsAIM BO3MOXHOCTb HAacTparBaTh CBOV
COOCTBEHHbIE MOBUBHbIE YCTPOMCTBA 6€3 HEOOXOAMMOCTM MONYYEHVA MOMOLLIM

ot oTaena IT.

= JINCTaHUMOHHO yAanante nofosputensHsle Ganibl 1 Apyrie gaHHbIe C MOBUNbHbIX
YCTPOWCTB, YTOObI 3aLLUMUTNTL MONb30BaTENEN OT B310Ma U BPEAOHOCHBIX AEACTBAN.




